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Freedom of [nformation Act Office
Arfington, VA 22202
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.| Security
Administration
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Mr. Edward Hasbrouck FOIA Case Number: TSA06-0854

1130 Treat Avenue
San Francisco, CA 94110

Dear Mr. Hasbrouck:

This letter is in response to your Freedom of [nformation Act (FOIA) request dated July 28,
2006, in which you requested any and all documentation pertaining to Mr. Edward Hasbrouck.
specifically:

l. Any and all documents pertaining to and/or resulting from an incident at Dulles International
Airport (IAD) on or about May 14, 2006,

2. Any and all documents pertaining to and/or resulting from correspondence between Mr.
Edward Hasbrouck and Mr. Peter Pietra in the TSA Privacy Act Office and Mr. Nico
Melendez in the TSA Public Affairs Office,

3. Any and all policy discussions pertaining to and/or resulting from the incident at Dulles
International Airport on or about May 14, 2006 and correspondence with Mr. Edward
Hasbrouck maintained by the TSA Privacy Office, Public Affairs Office and Dulles
International Airport, and

4. Any and all video recordings of the incident at Dulles International Airport on or about May
14, 2006.

We have processed your request under the FOIA, 5 U.S.C. § 552. A search within the
Transportation Security Administration’s (TSA) Office of Privacy Policy and Compliance,
Office of Strategic Communications and Public Affairs, Office of Chief Counsel and the Offices
of the Federal Security Director and Local Counsel at IAD was conducted and 44 pages
responsive to your request were found. The documents have been reviewed and 11 pages
constituting an incident report and shift log are being withheld in part pursuant to Exemptions 2,
3,6, 7(C) and 7(F) of the FOIA, Inresponse to item 2 of your request, 5 pages of emails are
being released in their entirety. 33 pages of emails responsive to item 2 of your request are being
withheld in full pursuant to Exemption 5 of the FOIA. A detailed explanation of all applicable
exemptions is provided below.

Exemption 2 of the FOIA exempts from mandatory disclosure records that are "related solely to the
internal personnel rules and practices of an agency.” The courts have interpreted the exemption to

encompass two distinct categories of information:

(1 internal matters of a relatively trivial nature -- often referred to as "low 2" information;
and

(2) maore substantial internal matters, the disclosure of which would risk circumvention of a
legal requirement -- often referred to as "high 2" information.
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We have determined that certain portions of the requested records are properly withheld from
disclosure as “high” (b)}(2) information, in that they contain internal administrative and/or personnel
matters to the extent that disclosure would risk circumvention of a regulation or statute or impede the
effectiveness of law enforcement activities. A more detailed explanation follows.

Sensitive materials are exempt from disclosure under “high” 2 when the requested document is
predominantly internal. and disclosure significantly risks circumvention of a regulation or statute,
including civil enforcement and regulatory matters. Whether there is any public interest in disclosure
is legally irrelevant. Rather, the concern under “high™ 2 is that a FOIA disclosure should not benefit
those attempting to violate the law and avoid detection.

Portions of the requested records are considered Sensitive Security Information (SSI) and are exempt
from disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of records
specifically exempted from disclosure by another Federal statute. Section 114(s) of title 49, United
States Code, exempis from disclosure of Sensitive Security Information that “would be detrimental to
the security of transportation” if disclosed. The TSA regulations implementing Section 114(s) are
found in 49 CFR Part 1520,

Pursuant to Section 1520.5(b)(6)(i), details of any securily inspection or investigation of an alleped
violation of aviation or maritime transportation security requirements of Federal law that would
reveal a security vulnerability, including the identity of the Federal special agent or other Federal
employee who conducted the inspection or audit constitute SSI and is exempt from disclosure.

Pursuant to Section 1320.5(b)(8)(i}, specific details of aviation or maritime transportation security
measures, both operational and technical, whether applied directly by the Federal government or
another person, including security measures ot protocols recommended by the Federal government
constitutes $SI and is exempt from disclosure. :

Exemption 5 of the FOLA protects from disclosure those inter- or intra-agency documents are
normally privileged in the civil discovery context. The three most frequently invoked privileges are
the deliberative privilege process, the attorney work-product privilege, and the attorney-client
privilege. Of those, we have determined that some of the documents responsive to your request are
appropriately withheld under the deliberative process privilege and the attorney-client privilege.
Under the deliberative process privilege, disclosure of those records would injure the quality of future
agency decisions by creating public contusion resulting from disclosure of reasons and rationales that
were not in fact ultimately the grounds for agency action. Secondly, this information is also being
withheld under the attorney-client privilege. This privilege protects the communications between an
attorney and his/her client relating to a matter for which the client has sought lepal advice, as well as

to protect facts divulged by client to attorney and any opinions given by an attorney based on these
facts.

Exemption 6 of the FOIA permits the government to withhold all identifving information that applies
to a particular individual when the disclosure of such information “would constitute a clearly
unwarranted invasion of personal privacy.” This requires a balancing of the public’s right 1o
disclosure against the individual’s right to privacy. After performing this analysis, we have
determined that the privacy interest in the identities of individuals in the records you have requested
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outweigh any minimal public interest in disclosure of the information. Please note that any private
interest you may have in that information does not factor into the aforementioned balancing test.

Exemption 7(C) of the FOIA permits the government to withhold all law enforcement information
the disclosure of which “could reasonably be expected to constitute an unwarranted invasion of
personal privacy.” Based upon the traditional recognition of strong privacy interests in law
enforcement records, categorical withholding of information that identifies third parties in law
enforcement records is ordinarily appropriate. As such, we have determined that the privacy interest
in the identities of individuals in the records you have requested clearly outweigh any minimal public
interest in disclosure of the information. Please note that any private interest you may have in that
information does not factor into this determination.

In reviewing the requested records, we have determined that certain information is law enforcement
information about a person properly withheld under Exemption 7(F) of the FOIA, in that disclosure
of information about the individual could reasonably be expected to endanger his or her life or
physical safety, Please note that, unlike the personal privacy protection afforded by other exemptions
of the FOIA, no public interest balancing test is required under Exemption 7(F). Indeed, information
is properly withheld whenever there is a reasonable likelihood of its disclosure risking physical harm
o someone.

No records responsive to itemis 3 or 4 of your request were found,
There is no charge associated with processing this request.

Administrative appeal from this determination may be made in writing to Tamara L. Miller, Special
Counselor, Office of the Special Counselor, Transportation Security Administration, 601 South 12
Street, East Building, E7-1218, Arlington, VA 22202-4220. Your appeal must be submitted within
60 days from the date of this determination. It should contain your FOIA request number and state,
to the extent possible, the reasons why vou believe the initial determination should be reversed. In
addition, the envelope in which the appeal is mailed in should be prominently marked “FOIA
Appeal.” The Special Counselor’'s determination will be administratively final. If you have any
questions pertaining to your request, please feel free to contact the FOIA Office at 1-866-364-2872 or
locally at 571-227-2300.
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Manager shift report, Summary of Supervisor meeling and Summary of overtime usage R
during shift Is.

WAA responded. Pax refused to show [D to AirServe and demanded
ons. P'ax had previous arrest records for similar incidents. Once the police gave

him a waming he proceeded through the checkpoint without further incident. #0516-05-06.
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?ﬁmﬂg%ﬁensitjve Security Information. See 49 CF;{ Part 1520.

Print Incident

General Information
Tracking Number
Incident Date

Incident Tima

Incident Type

Port !
Occurred At Checkpoint
Checkpoint

Location

TS0 Watch Notified?
Individuals Notified
MWAA Police dispatch
TSA Dulles ICC
Recorded By

Reported By

Additional Infermation
Primary Carrier Involved

Secondary Carrier Involved

Indirect Carrier Involved
Flight Delay
# c-_r Flights

Length of Delay
{Cumulative)

- Terminal Evacuated

Media Attention

Canine Team Utilized
Specify Department

Direct/Connect Flight

On Board Location

FAM Intervention

Passenger Traveling Alone

Number of Unruly
Passengers

Time Pamngar has been
Traveling

Flight Status

Pagelof2

INC20061IAD0476
05/14/2006

1900

Unruly Passenger
JAD-Washington-Dulles International

i

Yes
East Checkpoint
Passenger and Carry-on Screening Location

No
Date Notified Time Notified Delivery Method
05/14/2006 1908 Telephone
05/14/2006 1908 Telephone

b2, bIF

United Alrdines, Inc.

No
No
Mo

Direct

Mo
Yes

Originating Port
Scheduled Destination
Actual Destination

Domaestic 2
1AD-Washington-Dulles Interpational

" TPA-Tampa International

TPA-Tampa International



Vatning: smsiﬁ;é Secutity Informatiop! See 49 CFR Part 1520.

Subject Information

Subject Name Arrested Cause Of Arrest Charges Files
Hasbrouck, Edward John No Mo
MNarrative Information
Incident Details Edward 1. Hasbrouck, Male, Dﬂﬁmaﬂempted to
' ID and enter the TSA

bypass the airport secu
checkpoint for screening. stopped HASBROUCK and

explained the process of comparing the boarding pass with the
passengers ID prior to his entering the TSA checkpoint,
HASBROUCK Ignored and attempted to enter the
checkpoint again. LEQ's responded and gquestioned HASBROUCK

who sald he questioned the airport representatives authority to .

compare his ID and boarding pass. HASBROUCK allowed his
boarding pass and ID to be compared and was then allowed to
enter the checkpoint without any further incidents, An NCIC
report was conducted and It was found that HASBROUCK had
been arrested for a similar incident. No flight delays were
incurred.

Disposition . HASBROUCK did allow his ID and boarding pass to be
compared, and was then allowed to continue on to his flight

without any further incidents.

Status

Current State Submitted For Review

Created By @ 05/ 14/2006 2103

Last Modified By W 05/ 14/2006 2103 :

Sisiois Babentetnd For Name: QRSN Date: 05/14/2006 2103
aw

RITY INFORMATION THAT IS5 COI UNDER THE

PROVISIONS OF PART 1520. NO PART OF TH MENT MAY BE RELEASED THE WRITTEN PERMISSION
ARY OF TRANSPORTATION SECURITY, WASHINGTON, DC 2059Y, UNAUTHORIZED RELEASE MAY

OF THE UNDER
RESULT IN CIVIL PENALTY OR OTHER ACTION. FORALS. GOVERNMENT AGENCIES, PUBLIZ AVAILABILITY TO BE
DETERMINED UNDER 5 U.5.C, 552,

WARNING: THIS DOFUMENT CONTAINS SENSITIVE S

Papge 2 0f 2
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1.

2

3.

\AD Report 8 (39S V- 5~3L

Shift Supervisor Incident Report Package Checklist

Required documentation for a complste Incident Report Package:

m;m: Report

E./{hpy of Page with journal entries involving incident
Netification Checklist

Skytal Pager receipt
2 Copies of PARIS report (One of which will be attached to the AS! Repbit)

Shiit Supeﬁdsnr Incldent Report Package Checklist

Review the package for the following:
MRIE Report Is in the proper format

[} Thoident Report Is complete with statements
[N

ofification Checklist is utilized and nump!mﬁ

D Grammatical/ Spalimg BITDIS
f:] TSOC notifisd within the 10-15 minute fime fimit

[] WebEOC language guide utilized

[1 AvD400.18.1-18 was followed
'D/(O;Hapﬂrt# I, Zﬁﬁéﬁﬂﬁyz

Thiz Shift Supervisor Is responsible for fﬂiimmng up to ensure that all required documentation is, hciuded in
the package prior to being filed. .

Supernvisar's Comments:

| have reviewed this Incident Report Packaga and certify that the package Is complete and t:ﬂrrem to the

best of my knowledga.

Watch Officar :

Supervisor:

b1F



POGE  B1/u:

Bs/ lf;f EEEEJES_ 18: 56 7836618185 PAX OFFICE
: Veaspington Dulles
= INCIDENT REPORT  rnce/ [
1. Inzidant Code/Descrption: ﬁyﬁ;f ZLETL A 77 2, Report Number (Call ICC for Rif) ]
Cade 3 Unroiy/Diserderly Passengar 0616-99-08 i
3, Date Decorrad; 4. 1imea Incident Occurred: {24 Hovr Hme: only) 5, BaleiTima Rs:ported {iF Differeat):
514/2006 e Stark: 1800 [End: [1a20 Same
8. Locaflon of Incidant: : - 5
Lans 22 < ]

;s;:bjnd":__;?j = ——re [C-‘hqukcmcrﬂ
15 for each ingivi
L VIT S Type (PAX, Empiae. m}:

i {V } Complalnant {(C
" SJFJ.mr additional pages to complath Ite;
7.VIC/S Name:

iglmcten YT N7

Hasbrouck, Eqwerd J. \PAX
10. V /'€ [ § Addrass (Street, Olty, Siate, Zipf
1130 Trect Ava San Francisco, CA 84110 E
11, Home Phone: 12. Wo i: Pha e 73, Cell Bhc e 14, Gender (M or F.
S15-FoA ez NiA : FIA Wale
5. V/C/8 1D ypa [18a. V/C /S ID Number |16b, I lving stateicountry mmc:.*al::ammmarmm
Tourlst Passport ; Urted Stries of America 17171880
17, Fiight Information: o 7 Dest Code Dep, Time  |Afv. Time |18 Commenis:

United 223 San Francisco 1545 NiA Saat £ 14F i
189, ASI Nama: [20. M A Officer Name: 71, FireRe<oue Name. "Other responding- Lise second page

Ofic R

22, &HDm‘iﬁmdlmﬂdmt MOTE: If description of incidont exceeds spnce below conlinue on second paps,

0571472008 ot spproximately 1600 on Lane 22, ' responded 1o & supervisor call on tha publie side of tha chackpoint, United Pansengsr Edward... |
AirSsrve's airthority tc shack his Bogrding péas and ID, | aspleingd io tha passenger that AlrServe was canfricied through

ashrouck Waz guestoning
Iﬂl‘lnilhpmﬁhﬁMﬂuﬁﬁ:ﬂﬂdfh&ﬁﬁﬂlbaﬂ-ﬂﬂmhHWMWQHHIMIHSIBFMMHHHGTHMMEJM!M
umtmmw&mmnmmm | calied Scrooning Manager

Tha passanger becama Incrons
ot epproximataly 1805, Whm ardved hae o the passenger =53 and the passanger conlinued o
futhorty of AlrServe verlfyling his Rormation. td recuoated ATVAA at 1002, The
i finalty afiow AkrServe to verlfy his infamnation, * on the Lane al approximately 1812 They
guesiioned the passenger and ran an NCIC repord. The NCIC repot refl the prssenger had been ameshed previously for similar reasatis,
Thia passengar wis laved a vabal waming and silowed to procsed, |
: b1,b3 1520.5(bXGI)
Is20.SIB BY)
520 S(bXq3) -
OT type beyona : :
tncident Timeline: Bpes
Timna i . Anlion
1300 | respond o B supervisor call on the public Side of Lane 23,
16801 |i spesk b pas wha refuses & afiow AlrSarve In verify his boarding pass and 10.
1905 |-call screseni to e Lana.
1508 : calls 100 o request MWAL
1912 PVVAA and arhve on tha fene, NCIC Is rur
1515 ertacs {he chackpolnt ap
1848 P addifional scres o aed his property,

T T

a—r—

piease note th d#antd co
25. s B -

, Name of Supanvisar Complating Report
G5 1452008

e af Manager Reviewing Report, i o

[h OF THE LMDAR AECRETAR' OF TR M3
nm FoR A ﬂ-ﬁmm +EE

ITTHOUT THE WRTTTEN # 2!
S US40 532 et 123904

wnw AYAELASLITY 7O BE DITEAMINGD

¥

T BAY BE RzLE# !ﬂ'

) “‘Mﬁ}uﬂ-bm}.‘ S SENSTTVE SECUMUTY M OR[N THATIS CORTROLLET UNDER THer
ATICR-FOR BESUATTY, WASHIRCTON, PG A0 0A1, ua RELEASE Leay REEULT M Gl PEMALTY O30 CF) i

.
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B5/14/2886 19:56 ?ﬁiﬁﬁ}.ﬁmﬁ e g LY EFEI..EEL.

T v e e

INCIDENT REPORT  race2
ngnftham&enl}ermﬂhisame;wemaw Onoe the passenger and his f?l;b'?F
W wmﬁ*hmﬂ | called ICC at 1920 {o report the b3,
1520,516)X61)
| )
. % IR ' j1swssie)lh
.F'f'_"ﬁ"a.ﬂ?' #aﬁ‘fm;a@







Date:| 05/14/06} Time:| 1900-1920 | Case #: 0516-05-06 -
incident Type,| - :
Code/Tier level Unruly Passenger
Wherei[Lans |
Passenger|zaward J, Hasbrouck, Male, DOB MHuma Phone 415-824-8562, US Passport GERENEERS. 1120 Treat Ave. San Flan:#lsca, CA
involved:|s4110 Flight Information: United Allines UA223 1AD to SAN schedulad to depart al 1945 hours. _
TSA Involved: smémmmu SPOT Team, STS
Time  {Watch Officer -n . M_ atlve ; -
Description off 1900 SM Repartad Uniruly Passenger in the queue outside of llane 22 and
Incident: : requestad MVAA FD. 1
a1 MWAA PD Fequested an officer respond to the queus cutside of Lane 22 {or an unruly
Disﬁh:har passenger. '
1903 Pago TSANAD Senior Staff re: Notfication Pagae fogkinruly Fassenger
outside of Lane 3
Ta08 |G §T80 Reported that th Unridy Passanger s nuww
. was screen then allowed to continue ‘gn his tlight.
1912 Paga ITSANAD Saenlor Staft ra | Unruly Passenger is now
pAsSBEnger wWas screaen then allowed 1o continue on
his flight. - :
Notifications:

MWAA PD Dispaton [l TSAAD Seniar Staft

How resolved? Pasgenger screenst and then cleared to coniinue on thalr flight.
Heport Status:|Recsived  PARIS Report No:|INC20061AD0476
ICC Officer: (&8
|

bz, bIF b6 BTC
b3, 151eSION6)
" ss) D
1520 5A D5




DATE: 05/14/2006 |

INCIDENT #; ig]s] 6-05-06 j

PARIS . lINC20081AD0475 f
MWAA PD......ccorncrirmscanrirsrersens 2

i bz

AFSD-LE........coooosrccrersnseerrmnns . 202-306- (N
SKYTEL Page........ ,.‘..‘..........H.Edch\essaﬂs
TSA IAD Compliance.................ASI oo Duty

WHEN INCIDENT IS CLOSED

Send SKYTEL page tEJ

b2, b3
1s20.516X6})
15205 [bX 81

Eﬁddrassaaas giving resolution

(Unruly/Disorderly Passenger)

Time Watch Officer

maay |

bz,
bIF




lce, Dulles
From: bz

Sent: Sunday, May 14, 2008 7:27 PM

To: lce, Dulles

Subject: Skytel Personal Messaging emall Message

Unruly passenger is now a Fagsenger was allowed to centinue to fly.-

andled the screening of the passenger. ICQC
bz, b7
b2, 63

1520.5(B)( @1)
1520.SIbXY 81)




lce, Dulles

From: b
Sent: Sunday, May 14, 2006 7:03 PM

Toe lec, Dulles

Subject: Skytel Personal Messaging email Message

g— Unruly Passenger: 5o reports an unruly passenger in the gueue outside of b2
ane 22. MWAA PD responding. ICC : E-'ﬁ'"*

bZ b2
1520.5(b)(61)




Pietra, Peter <TSA OCC> e

From: Pietra, Peter <TSA OCC>

Sent: - Friday, June 09, 2008 4:33 PM

To: 'Edward Hasbrouck'

Subject: RE: follow-up to our conversation in 5.F.
Ed-

I will look into the matter you raise in your blog. I will be out of the office for tha
next two weeks beginning Monday for Reserve duty, so you should not expect any resgponse

during that time.

With respect to your request for the content of any TSA report on the incident, please
olarify whether you are seeking documents under the Freedom of Information Act [FOIA} so I
can forward your request to that office for processing. You should direct a request for

the content of any police report to the police,

The T9A Office of Inspections investigates allegations of criminal misconduct within the
agency, or you may take your claim to a law enforcement agency. You should expect to file
an affidavit under penalty of perjury attesting to the facts allegedly constituting the

crima,

Peter A, Pletra
Director, Privacy Policy & Compliance
Transportation Security Administratiom
peter.pietra@dhs. gov

571,227.3654

Fa oy Original Message-----
From: Edward Hasbrouck [mailto:edward@hasbrouck.orgl]
Sent: Friday, June 0%, 2006 1:00 EM

Ta: Pistra, Peter
Subject: follow-up to our conversation in S.F.

Desir Mr, Pietra:

Thank you for your offer to look into the events I
reported in my article, "Unanswered questions at Dulles

Adrport", at:
http://hasbrouck.org/blog/archives /001065, html

The topic is an ongoing forcus of my reporting, and I
would welcome any information you can provide for
follow-up artlcles. T and other journalists have
described some of the privacy threats in having any
unverified or unknown person (who might be a stalker,
idnetity thief, etc.) obtain information from one's
ticket, boarding pass, or credentials (such as one's
gurtame and record locator or airline and flight number,
which could in many cases be memorized at a glanca}, in

articles at:

http://hasbrouck.org/articles/watching.html
http://hasbrouck.org/blog/archives /001056 . html

I would be particularly interested in knowing (1) the

contentg of the police and/or TSA reports, including what
papers. and documents of mine they copied and whether they
noted in their report(s) my *criminal* complaint that ona

2



of the Airserv peraonnel misrepresented himself as a TSA
employes, and (2) what, if any, action has been, is being,
or will be taken by your office and/or others concerning
this,

I'd also be interested in your comments, as the TSA's
Director of Privacy Compliance, concerning compliance
programs for privacy-related *oriminal+ laws. I'wve been
unable to find any designated point of contact on the TSA
or DHS Web sites for complaints of criminal violatione of
the Privacy Act [or other pravacy-related criminal lawsa)
by TS8A or DHS employees or agents, or any report on the
numbers or nature of privacy-related criminal
investigations or enforcement actions. I never received
any acknowledgement or response to my previous guch
complaint, as attached, which is also available in the DHS
docket where it was submitted and on my Web Bite at:

http://hasbrouck.org/articles/Hasbrouck TSA OMB comments-250CT2004.pdf

Again, thank you for your offfer to agsist in clarxrifying
this for ma and, more importantly, Eor my readers.

Sincerely,

Edward Hasbrouck

Edward Hasbrouck
edwardehasbrouck.org
hittp://hasbrouck.org
+1-£15-824-0214

"The Practical Nomad: How to Travel Arcund the Worldr
{3rd editicn, 2004)

"The Practical Nomad Guide to the nlina Traval
Marketplace"

http://www.practicalnomad.com



Piefra, Peter <TSA OCC> o

From: . Plelra, Peter <TSA OCC>

Sent: Friday, June 08, 2006 5:29 PM

To: 'Edward Hasbrouck'

Subject: RE: follow-up to our conversation in S.F.
Bd-~

Do not put words in my mouth, I asked for clarification of whether you wanted it treated
as a FOIA so I could forward it to that office as a courtesy to you. I did not require
you to submit a separate request to the FOIA office, though you are free to do so. I also
told you I had not yet investigated the matter, so why would you attribute anything to me
about any purported police report? I tried to address each of your points in good faith.
I will look intb the matter you have complained of in your blog, and will let you know
what T find. I will also forward to our FOIA office your request for records assoclated

with the alleged incident so that they may proceas the request.

————— Original Message-----
From: Bdward Hasbrouck [mailto:edward@hasbrouck.orgl]

Sent: Friday, June 09, 2006 5:39 PM

To: Pletra, Peter <TSA OOC>
Subject: Re: follow-up to our conversation in B,F.

On Fri, 9 Jun 2006 16:32:35 -0400
"Pietra, Peter <TS3A OUC>" <Peter.Pietra®dhs.govs wrote:

= With respect to your request for the content of any
> T8A report on the incident, please clarify whether

> you are seeking documents under the Freedom of

> Information Act (FOIA) so I can forward your ragquest
> to that office for processing.

To clarify, I believe that I would be entitled to thasa
documents under both the Privacy Act and FOIA. In
addition te any "TSA Report®, I am interested in *alls#
documents or papers of mine which were copied by the TSA
{(or others to whom they may have given them when they took
them away out of my sight), whether or not they were
included in a "TSA report®, and any documents or records
related to these events or any follow-up TSA discusaion or
action related to them, including e-mail messages, photos,
and video and audio recordings. If you are unwilling to
provide these without a formal regquest under the Privacy
Act and/or FOIA, please let me know.

> You should direct a regquest for the content of
= any police report to the police.

For the record, are you glaiming that the T9a did not
raceive a copy of any police report?

> The T8A Office of Inspecticons investigates allegations
> of criminal misconduct within the agency.

Thank you. Do you know if my 2 complainta (my compliant
to the Privacy Office of a coriminal wiclation of the
Privacy Act in the creation of the Secure Flight Testing
database without proper notice, and my complaint te Mr.
Graham of the TS8A regarding the false claim by an Airserv
employes to be a TSA employees) have been forwarded to
that office? If not, please forward them to that office,
as T am unable to find a listing or point of contact for

i



that offlece on the TSA.gov Webh sita.
> or you may take your claim to a law enforcement agency.

I have been trying -- unsuccessfully -- to find out which
law enforcement agency 1s responsible for enforcement of
the criminal provisions of the Privacy Act.

I had theought that law enforcement, particularly with
regard to privacy-related laws such a3 the Privaecy Act and
to compliance by or related to the TSA, *might* be
encompassed within your responsibility for "Privacy
Complianca®.

Jusat to be e¢lear, are you saying that your office takes no
role in ensuring or monitoring compliance by the TE8A with
the criminal provisions of the Privacy Act, and takes no
action when you receive allegations of criminal viclations
of the Privacy Act? Or of invasions of privacy by persons
criminally misrepresenting themselves as TSA employess?

And as Director of Privacy Policy and Compliance, would
you care to comment on what, if any, procedurss TSA
employees are instructed or trained to follow when they
receive complaintas of criminal viclations of the Privacy
Act, or other privacy-related complaints related to the
TEA? It would be helpful to my reporting to receive
copies of any relevant TSA policies you can provide.

Thank you wvery much for your prompt reply, and for your
offer to lock into this. I look forward to hearing from

you after you return to your TSA duties.
Sincerely,

Edward Hasbrouck

Edward Hasbrouck
edward@hasbrouck.org
http://hasbrouck.org
+1-415-824-0214

"The Practical Nomad: How to Travel Arcund the world®
(3rd edition, 2004)

iTha Practical Nomad Guide to the Online Travel
Marketplacen®

http://www.practicalnomad.com



Message Pagelofl

Pietra, Peter <TSA OCC>

From: Pletra, Peter <TSA OCC>

Sent:  Monday, July 10, 2008 2:32 PM

To: 'Edward Hasbrouck'

Subject: Follow-up o our canversation in San Francisco

Ed-

As promised, I've looked into the incident you mentioned to me. | don't find any matters that would constitute a
violation of the Privacy Act or that may otherwise be of concem from a broader privacy viewpoint. In general you
appear to have mistakenly attributed all actions at the airport o TSA, when In fact there are several organizations

-responsible for security functions,

Your blog implies that you wera accosted by an Airserv employes while walking to the checkpnint Based an

my own experience flying out of Dulles Airport, and confirmed by my discussions with TSA personnel at

Dulles, that Is clearly not accurate. Airserv employaes are stationed at the lines leading to the TSA screening
nhackpmnt As you wall know from your own research linked to your blog, Airserv is a contractor to the

airlines that checks the boarding pass against the passengers' identification to ensure that they are a ticketed
passenger permitted to enter the screening checkpoint.. As you state In your blog, they carry badges that identify
them as Airserv employees and wear Airserv uniforms that are distinct fram TSA uniforms. Either you had
reached the head of the line to enter the screening checkpoint, or were standing in the line to enter the screening
checkpoint when the Airserv employee asked for your identification as part of their official duties as a contractor to
the airlines ensuring that only ticketed passengers wera entering the TSA screening checkpoint. In either event,
the request was entirely appropriate, and your professed concern that this was an individual seeking to engage in

identity theft is Unreasonable.

TSA requires airlines to request identification to confirm that the individual holding a boarding pass is the same
individual issued the boarding pass: It does not require airlines to prohibit entry to Individuals who do not show
identification but airdine security plans may be more rigorous than TSA requirements. | find no privacy issues in
your version of events. You had already shown identification at the ticket counter so you cannot have an objection
to showing identification, and you were asked for identification by authorized and uniformed Airsery personnel so |
see no issue thera. It is not possible for ma to evaluate your demeanor during the Incident, but your

demeanor may have played a role In the request for police intervention which resulted in more extensive
guestioning by the airport authority police than would have been the case in routine screening by TSA.

You mention that you were repeatedly told that if you entered screening, you could not withdraw. That instruction

is correct. Once you enter TSA screening checkpoints, you may not withdraw, You may choose, prior to
entering the checkpoint, to show identification, submit to additional screening, or decline both and leave. Those
are the same choices expressly discussed by the court in the Gilmore decision that you note in your blog.

The only documents photocopied by TSA were the boarding pass and the identification that you
presented. Copying those documents assists in avoiding disputes over identity durng civil or criminal
enforcement proceedings. Your claim that TSA copied other documents is incorrect.

Your request for records associated with the incident is being processed under the FOIA and Privacy Act in order
to provide you with the greatest access possible. You should expect a response directly from the FOIA office. |
note for you that TSA does not have a copy of the airport police report and you will have fo request that from

them.
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